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The Ultimate Guide to
Executive Privacy and
Security



Introduction

Personal information protection is essential for executive privacy and executive security.

This is because when their personal information is put online by data brokers, executives are exposed to a

particularly dangerous variety of threats.

Bad actors use personal information to target executives with threats ranging from harassment and identity
theft to social engineering and credential compromise.

The unfortunate truth is that most of the time, executive personal information is dangerously easy to find.
According to our research, executives have a much higher exposure rate on online public data sources than

average employees.
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To help buck this trend and keep your own or your executives’ personal information secure, this guide will

show you:

« How bad actors can access executives’ personal information on the open web.
« The risks to executives that personal information creates.
- Key steps organizations can take to improve executive privacy and executive security.




Executives’ Personal Data Is Exposed
Online
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brokers rarely vet their customers.

This method puts executive security and privacy at
particularly high risk.

Because executives tend to have public-facing roles and wider networks and are generally more valuable to
marketers, far more of their personal information is findable on data broker sources than average employees.

The data available about executives on these sources also tends to be more detailed, i.e,, not just directory-style
data points but information on their families, properties, and more.

This is the case for executives that work at companies of all sizes, from SMBs to large enterprises.

Mitigation is a problem too. Even when a company an executive works for has an executive security program in
place, we typically still find their personal information on data broker websites.

Common information available about executives on data brokers includes:
« Full name.
« Current address and address history.
« Phone numbers.
« Personal and professional email addresses.
« Date of birth.
« Financial information, including estimated income and net worth.
« Family member data.
« Org charts.

For bad actors, this means they can find everything they want to know about an executive in a single place and
with a simple Google search.




How Data Brokers Threaten Executive
Privacy and Executive Security

Data brokers put business leaders at increased risk of personal, financial, information security, and

reputational attacks.

Personal threats
Personal information exposure impacts executive security and puts them at risk of a range of threats,
including harassment, doxxing, and (somewhat more rarely) swatting.

Harassment
Taking a stand on social/political issues, severing ties with clients or vendors, or making unpopular layoff

decisions can all put executives at an increased risk of harassment.

say they’'ve seen an increase in physical threats and company backlash due to

political unrest and racial justice activism.
Harassment that starts online or over the phone can quickly escalate, putting executive security in danger.
In 2019, a man named Rakesh “Rocky” Sharma left for Apple executives,

indicating that he knew where they lived and threatening to resort to gun violence. A year later, a man not
only and tagged Apple CEO Tim Cook with inappropriate photos

on Twitter but also trespassed onto Cook’s property — twice.
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Doxxing
Doxxing, or doxing, is the act of finding and publicizing an executive’s personal information, like their home
address, phone number, and even details about their family, online.
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The aim of doxxing is usually to embarrass an executive, draw criticism to them, or cause them physical and/
or emotional harm.

Last year, the CEO of the messaging platform Discord was doxxed because a , While
the CEO of the crypto exchange FTX was doxxed for losing users’ money.

Financial Fraud
High-profile, high-income individuals typically have more accounts and credit, which puts them at a higher
risk of financially-motivated identity theft.

As long as an identity thief knows enough personal information about an executive, they can trick the
person they’re talking to into thinking that they’re who they say they are.

Microsoft co-founder after an identity thief called his bank and, pretending to
be Allen, changed his address and phone number. He later called the bank again, this time convincing the
employee to send him a new debit card in Allen’'s name.

These kinds of incidents happen all the time.

A few years ago, a man was able to open bank accounts in other people’s names and collect nearly
$200,000 in fraudulent loans from six different US banks after buying a swathe of personal information

Information security risks
Cybercriminals often target executives in cyber-attacks because they tend to have admin privileges and, as
a result, access to sensitive documents, databases, and other valuable materials.

Two main executive security threats are social engineering and account takeover. Although less talked
about, corporate espionage via social media sites like LinkedIn is becoming more common.

Social engineering
admit to clicking on a social engineering link. This is four times the rate of
a general employee.
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Two types of social engineering attacks affect executives specifically:

- Spear phishing involves sending personalized emails or text messages to executives to trick them into
revealing confidential information or installing malware on their devices.

. Whaling (also known as CEO fraud) is when cybercriminals send deceptive email messages pretending
to be senior executives at an organization to other executives or third parties like clients. Here, threat
actors are particularly interested in what a company’s org chart looks like and who their target answers
to/has authority over.

In both cases, attackers use data brokers and other online sources to both (a) find targets
and (b) make their messages seem more authentic.

Successful social engineering campaigns can have devastating consequences for both organizations and

executives themselves.

In 2018, the CFO and Managing Director of Pathe, a European cinema chain, from their jobs after
failing to spot a whaling attack that cost their company more than $20 million. The to
the CEO of the Austrian aerospace parts maker FACC.
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Account takeover
C-level executives like CFOs and CEOs are to be affected by account takeover attacks
compared to the general workforce.

Account takeover (or account compromise) happens when cybercriminals gain access to an executive's
online accounts, usually through credential stuffing.

Additional security measures like executive security questions and multi-factor authentication rarely stop
determined attackers from taking over an executive’s account, as these can also be bypassed.
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Credential stuffing

Most people tend to think of credential stuffing as a
“dumb” attack where hackers use breached data sets
to infiltrate target networks. In reality, cybercriminals
also make use of personal information available on

the internet to take over accounts.

Many people use easy-to-remember passwords
derived from personal data, and executives are no
exception. use birthdays

as part of their password.
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12% use their partner's name

12% use their parent’s name

% of people who use personal information for their passwords*

*according to security.org study

These kinds of weak passwords are a problem because if a threat actor can find out enough about an

executive, they can conduct targeted password-guessing attacks, and impact executive security.

In the past, leveraging executive personal information for account takeover attacks was a relatively

complicated and time-intensive process. There was just too much personal information to go through, and

at least some of it was erroneous or outdated.

The widespread availability of open-source tools and Al has meant that cybercriminals can employ this

tactic at scale. Meanwhile, sophisticated bots allow hackers to hide their activity from security controls

designed to detect brute force attempts.

Security question guessing

In addition to requiring a password, some login portals also
ask for executive security questions. Others let executives
reset a forgotten password by answering questions like
“what city did you grow up in?” or “where did you go to high
school?”

Knowledge of personal information can help
cybercriminals circumvent executive security questions.
Despite their name, answers to most executive security

questions are far from secret.

For example, most people’s mothers’ maiden names (a
common executive security question) can be found via

marriage and birth records. This information also appears

on data brokers, which makes it easy to compromise

executive security.

Security Questions

Your email address and mobile number must be kept up to date in the ROS Profile tab to

use this facility.

Please select five security questions below and provide an answer for each question
The * symbol beside a field denotes that this field I1s required

Why are security questions required?

Question1 *

the last name of your childhood ¢ w

'M‘ d t 1 S

Answer 1 *

Question 2 *

What is employer? w

the name of your first

Answer 2 *

Question 3 *
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MFA bypass attacks
Multi-factor authentication doesn’'t guarantee executive security. Criminals can bypass between 90% and
95% of MFA solutions using a phishing text, email, or phone call.

As security researcher said, “call the employee 100 times at 1AM while he is trying to sleep and
he will more than likely accept it.” This is known as , and is a tactic that was used to breach Uber.

SIM swap attacks, where an attacker takes over an executive’'s phone number by impersonating them to their
phone company, are also a popular way to compromise executive security.

Corporate espionage
Easy access to executives’ personal information makes it easy for competitors and adversaries
to conduct corporate espionage.

A good example of how this might happen was shared by the risk management expert Lisa Forte in a
. She recounted how a scientist working at a particular company wrote a fairly
benign LinkedIn post that was commented on by a woman with a very similar background to him.

They began communicating, and before he knew it, he had:

- Shared his organization’s intellectual property with her (she had promised him a better job but apparently
needed to see proof of the projects he had worked on).

« Clicked on a malware-laden link (she said her HR department would send him documents he needed to
read).

An investigation into the incident could not determine who the threat actor that duped the scientist was. It
could have been a nation-state hacker, competitor, or someone else with an agenda.

However, one thing is clear: the threat actor went to great lengths to make their LinkedIn profile look similar to
their target's.

To do this, the threat actor could have gleaned some information from the target’s LinkedIn profile, but they
could have also found additional information they needed from data brokers, who not only scrape social
media but also get data from other sources, like public records and credit card companies.

Corporate espionage on social media platforms like LinkedIn is becoming a more serious problem.
Intelligence and security services across the world are to be on the lookout for fake
LinkedIn profiles that are likely connected to nation-state threat actors.

Reputational attacks
If a bad actor can successfully impersonate an executive, they can negatively impact that executive’s
reputation. This can also damage the reputation of the company the executive works for.

For example, an attacker that impersonates an executive in a fraudulent email that goes out to a
client or business partner could ruin the executive’s (and the company’s) relationship with the recipient.
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The same can happen if a bad actor creates a fake social media profile in an executive’'s name using personal

information found on online sources.

In a social media impersonation attack, a bad actor can use an executive’s name to defraud unsuspecting
individuals, post nhegative commentary directed at a group of people or organization, or share fake updates

about the company they work for.

Bad actors tend to like social media impersonation attacks because social media gives them a wider

audience.

In one real-world example, an executive was impersonated on Instagram. By the time he found out about it
from a friend who texted to ask him if he had reached out to him on the social media platform, the
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« Organizational risk. In several cases, advanced threat actors
sent phishing texts to in an
attempt to gain unauthorized access to companies’ internal

systems.

Board members and other high-risk individuals (including highly visible employees) and VIPs, like those with
high levels of access to sensitive corporate data, are also often targeted in personal and corporate attacks

and can benefit from executive security services.
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How Organizations Can Protect
Executive Security and Privacy

Depending on the size of the company, assessed risk, and security needs, executive security services can
cost anywhere between $50,000 (small organization) and $1 million (large Fortune 500 firm) per person.

This cost often includes executive security tools and services like email monitoring, social engineering
training, executive protection agents, etc. While crucial, these kinds of corporate executive security systems
are reactive, i.e., they help executives and their teams spot and stop attacks in progress.

To make attacks that compromise executive security and privacy less likely to happen in the first place,
another layer of defense is needed: proactive personal data removal.

Data broker opts outs

Personal data removal reduces the amount of personal information that appears about corporate
executives on the internet. It involves opting out of popular data broker sources to ensure that when a bad
actor googles an executive’'s name, they can’t view their entire life’s story.

To work, opt-outs need to be continuous. Data brokers relist people’s profiles as soon as they scrape/buy

new data.
Executives rarely have the time to keep on top of regular, manual opt-outs themselves. That's why data
broker removal services like DeleteMe exist. To give executives peace of mind that easily exploitable personal

information is off and will stay off the internet.

In addition to opting out of data brokers, executives and their executive security teams should take other

steps to reduce their digital footprints:

« Avoid sharing personal life on social media, especially on professional accounts. Keep personal accounts

private.

« Do not include sensitive personal information in executive biographies on company welbsites or

elsewhere.
« Provide continuous training programs to executives on the importance of online privacy.

DeleteMe has been removing individuals and businesses from data broker sources for over a decade. To
learn more about how our data removal service can help keep your executives safe,
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Thank You!

Our mission is to provide everyone with the
power to control their digital identity. We
empower individuals and organizations to
reclaim their privacy by removing personal

data from online sources.
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