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Veeam Data Platform
Secure Backup & Fast Recovery - Proactive Observability & Al - Clean Orchestration & Compliance
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Latest Release: Veeam Data Platform v13

Secure by design, instantly recovered, and guided by Al.

Security
Transformed

*  Veeam Software Appliance:
pre-configured, hardened, best
practices baked in

* Enhanced RBAC for
least-privilege access

*  SAML for SSO to centralize identity
and streamline compliance

Outcome: Security-first architecture with
a pre-hardened appliance and automated
patching strengthens security posture,
reduces privilege escalation risk, and
simplifies compliance.

© 2026 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

l‘b-l Next level
. Resiliency

* Highly Available backup services
so protection is always ready

* Instant Recovery to Azure
for verified clean restores
in moments

*  Modern Web Ul + Veeam
Updater for simple management
& automated lifecycle

Outcome: With a highly available
appliance, backup services remain online
through disruption and confirmed clean
restore points bring back production
services into Azure within minutes.

m Al-Powered
Intelligence

* Veeam Intelligence for plain-language
answers, anomaly explanations, and
recommended next steps

* Malware Analysis Agent to assess
integrity and clean points

* Deep Data Analysis Agent for
on-demand observability

Outcome: Automate reports, identify
anomalies, and react in minutes

with new interactive reporting that cuts
investigation time and reduces blind spots.



You've got enough on your plate. Veeam Software Appliance
Is built as a secure, ready-to-run solution that just works.

Simple Secure Manage
to Deploy from Day One from Anywhere
* Fully pre-configured solution * DISA STIG hardened OS * Modern, next-gen web Ul
with “just enough” OS and
Veeam software * Automated and centralized * Seamless integration with
security updates single sign-on (SAML)

* Flexible installation media (ISO)
or Virtual Appliance (OVA) * Tight access controls with Zero * Enhanced RBAC for your key roles

Trust operations

Outcome: Be productive with the Outcome: Automatic updates and Outcome: Freedom to work on your
peace of mind that your data is tight access controls keep you safe terms by effectively managing
protected sooner than you expected. without additional work or worry. secure protection from anywhere.
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Zero Trust Data Resilience

with Veeam Data Cloud Vault

Separation of backup Multiple Immutable and

software and storage Resilience Zones Encrypted
Segmentation, air-gapping 3 copies of datq, 2 different Protecting data integrity
and least privilege access media, 1 offsite and confidentiality
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Recon

Proactively detect attack behavior inside your backup
environment before data is encrypted or exfiltrated.

* Deployed on Veeam Backup & Replication and other servers
in the Veeam environment such as proxies, gateways, and

servers running Active Directory (up to 10 servers).

* Fast collection of logs, event, networking processes, system
information. Secure uploads to Coveware cloud environment.

* Automatic mapping to MITRE ATT&CK framework Tactics,

Techniques, and Procedures (TTPs) and Coveware
ransomware indicators
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https://attack.mitre.org/techniques/enterprise/

Integrations: Correlate backup threats with

your broader security signals

* Recon findings can be shared
directly with Veeam ONE and
Microsoft Sentinel using the built-in
API.

* Veeam ONE displays Recon findings
in the Threat Center for centralized
visibility.

* Microsoft Sentinel correlates Recon

data with other security signals for
faster detection and response.
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Data Platform Scorecard

Q_ Find Dashboard, Reports and more.

@ Unpgrade your back up servers to the latest version for an accurate status score
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End to End Resilience Throughout Your Data’s Lifecycle

@ = ()

Before During Backup Recovery
| | |
Veeam Threat Center ]
| | |

Veeam Incident API Inline malware detection Secure Restore

Security & Compliance Analyzer File system activity analysis YARA rule-based scanning

Data Observability & Analytics

Immutability Veeam Threat Hunter

Orchestrated Restore &
Clean Room Recovery

Recon by Coveware loC Tools Scanner
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Q. Veeam Data Platform - Foundation
Q.4 Veeam Data Platform - Advanced
QA Veeam Data Platform - Premium
4.4 Veeam Cyber Secure

Incident Response by Coveware
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Technology alone won't solve for true resilienc
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Malware
Detection

Check ransomware flags
from Veeam Backup &
Replication — Antivirus
Scan and YARA Scan

-

Choose restore point and scan up to X previous points:

If infected, cancel restore, or

Restore without network connection

Malware Scan

Plan
Name: @ Recovery of Tier 2 - Windows VMs
Scope: %" Default Scope

State: /% Not Verified

Restore point

Timestamp:

Malware detection

Restore points: (1) | 1

Scan methods:
Virus scan
YARA scan using rule file:
Choose...

Scan options: Full image scan (1)

X

Select YARA Rule

YARA file nickname

Nickname T

APT Hacking Team

APT PCclient

Bublik

Crypto Signatures

Generic ATMPot

Mirai

Pony

SearchFileHash

SearchFileParameters

Description

Imported by vps-etvro\VROAdmin on 5/31/2024 4:41P... g
Searches for APTs

Imported by vps-etvro\VROAdmiIn on 5/31/2024 4:43 ...
This sample YARA rule scans for the crypto signatures...
This sample YARA rule searches for possible infection...
This sample YARA rule searches for possible infection...
This sample YARA rule searches for possible infection...
This sample YARA rule searches for the presence of fil...

This sample YARA rule searches for the presence of fil...



Import YARA rule files
Preview and manage YARA rule versions

Automate distribution

[@] Veeam Recovery Orchestrator

-

(<) Exit Administration

@G Overview
Connections

[ Infrastructure
Recavery

@ Recovery Locations
™ Recovery Steps
Security

%" Scopes

282 Roles

@ Inventory Access
&7 Credentials

Hu YARA Rules
Server

3 Settings

&= Mail

@ License

Logs

(@ About

YARA Rules
Rule Name
~+ Add / Edit

Rule Name |

Selected: 0of 1
YARA-Forge - Core
SearchText
SearchFileParameters
SearchFileHash
Pony
Mirai
Generic ATMPot
Crypto Signatures
Bublik
APT PCclient

APT Hacking Team

Download

TJ Remove

Browse to import a YARA rule file, enter a nar

YARA file:

Nickname:

Description:

Preview:

Add YARA Rule

Hy Browse...

Imported by vps\matt.crape on 12/10/2025 4:44 AM

m Can CEI

» and description for the file



Offline Malware Scan: Drill-Down Report

Plan Groups

Result Group Duration
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Veeam Recovery Orchestrator

Clean Recovery
RTO and RPO reporting help Restore the most recent clean recovery

meet compliance standards and point, powered by iterative ransomware
SLA targets scans and VBR-backed intelligence

= Compliance

Recovery to Cloud
Orchestrated Direct Restore

to Microsoft Azure gives your business
resiliency with DR to the cloud

Dynamic Documentation
Automatically updated reports for checks,
tests and executions help correct issues
with DR readiness

Supported platforms and applications:

S E W 5] 2

Azure, vSphere, Veeam Agents: Apps: Storage: Custom
Hyper-V Windows & Linux Exchange, SQL, SharePoint NetApp, HPE, Lenovo scripting
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Instant Answers, Custom Dashboards, Smart Reports

Dashboards, Reports and Global Search

Clasrvatsiy backup X Tags thone) @M §Popusr 37 Thumbnail = List

bbbl O O Boctup tgenis, Backp ks D O M Framon VE, Nutaris AHY Auc, Alas, Heath Siae P it Sarvicn Provders

Global Search — Quickly find dashboards, reports, I T——— . F—
folders, and widgets in one place for faster access
to insights. .

Parort abem:
Al rame:

Dashboards Catalog — Browse and customize
dashboards easily so every role gets the view that
matters most.

Reports Catalog — Discover and share key reports
without rebuilding, accelerating analysis and
decision-making.

Alarms Overview — Pinpoint alarms by location for
rapid troubleshooting and clear operational visibility.

©® 2026 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeam



Embedded Analytics

Dashboards and Reports available where you are

Dashboards and Reports — Easily Available.
Access catalogs inside the Backup and
Replication Ul so you get insights instantly without
switching tabs or logging into another interface.

Filter by Tags — Use tags to search and organize
your reports library. Tags let you group VMs,
workloads, or repositories by business unit,
environment, or any custom criteria. This makes

it easy to report on exactly what matters.

Popular Reports at Your Fingertips —

Instantly access the most-used reports through
the new Report Catalog, which surfaces trending
and frequently accessed reports for faster
decision-making.

© 2026 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

8 Veeam Backup & Replication

Dashboards skevo-vbninlocal (Your timezone matches the server)
ThveatCenter  BackupOverview  BackupHeatmap  Jobs Calendar b ) Refrash
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28 Overview «  JobHistory ‘sieuo-veruinocal (Your timezone matches the server)

@ Summary (3} Report Data  Sactions(20f4) ~ = Filters iNone) B Save &) Download ~~ @ Editparamaters

irasirciure Jab Details = Fiters (0] Columns 1= Groupby
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Data Resilience Daily Summary

Receive a clear, straightforward summary of job
statuses across your entire environment.

See errors grouped by workload, making large-scale
troubleshooting faster and easier.

Get context-aware recommendations with direct
links to trusted sources for quick resolution.

Quickly match error codes to their meanings,
making it easier to find solutions and escalate issues
when needed.

Cut through alarm clutter and keep operations
running smoothly after deployment.

Data Resilience Daily Summary

24-hour overview of backup sessions, top issues, and recommended actions.

53

Total Sessions

What's happening and what to do next

Issue

Virtual machine
unavailable during

backup
No available workers for

backup jobs

No available worker

found for job

No objects to process in
SQL backup

All objects excluded

from backup job

a4

(©) Success

Affected workloads

0

/\ Warnings

Recommendation

Ensure the VM is powered on

and accessible for backup.

Ensure sufficient worker
resources are allocated and

available.

Ensure sufficient workers are
configured and available in the

cluster.

Ensure SQL databases are
included in the backup job

settings.

Review job settings to ensure
necessary objects are

included.

(®) Errors

Action

See details

See details

See details

See details

See details
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Enterprise Ecosystem Integrations

Seamless integration across your security, ITSM, and IT tools on your terms.
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VCS Foundation Additional Offerings in VCS Premium

technology to maximize your Veeam investment

‘ﬁr * Builds alignment across people, process and

Protect

. . . * |dentify and ensure success for data
Dedicated Program Manager Technical " d

* Yearly Architectural Review and Account Manager restience needs

Data Resilience Maturity Assessment
* Cyber Security Engineer Training
@ * 24/7/365 response team
P * 15-minute response SLAs directly
repadare . . i
P , Cyber Extortion Readiness  With Coveware by Veeam
* Quarterly Security Assessments

and Response Retainer * Platform/System-agnostic
* Executive Assessment Report

* Incident Response Toolkit

* Quarterly Threat Actor Intelligence Up to $5M Ransomware Expenses Warranty *
Security Briefings Requirements:
[$)
Prevail _ ,
« Incident Escalation Fast Track Ransomware * Quarterly Security Assessment Compliances
Warranty * Latest version of VDP (Advanced or Premium)

and/or Kasten
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solve next!

(=1 [=]

i




Follow usl! Join the comm

inIECH > RIS
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https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/
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